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Imprivata Privileged Access
Management and Imprivata Identity
Governance

Improve the security of your organization with a
single point of control for provisioning all identity
access and give administrators an agile, efficient
way to govern user identity and access rights

Integrating Imprivata Privileged Access Management with Imprivata Identity Governance®
gives administrators an agile, efficient way to govern user identity and access rights,

and enables a central locus of policy definition and enforcement for all forms of identity
management. With the integration, a request for privileged access can be managed within
the parameters of the organization’s identity policies. All-access requests and grants are
part of a single access control chain, and both basic user and privileged user access
become more easily auditable. The two solutions, together, facilitate automated workflows
to process all access requests, including requests for privileged access.

Threats and risk

“YOU CAN'T PROTECT WHAT YOU CAN'T SEE.”

All cybersecurity and identity management plans begin with visibility.

Enterprises need a consistent framework to operationally manage

and govern their rapidly expanding digital ecosystem and identity Remove unnecessary
governance and administration is the critical piece needed to . .

accomplish it. Imprivata Identity Governance allows enterprises to perlleged accou nts for
embrace the benefits of hyper-connectivity while ensuring that only the the joiners’ movers’

right people have access to the right things at the right times, resulting
in improved security and valuable insights about employee activity and and Ieavers'
needs that can help improve decision-making. The solution provides

a policy-based approach to simplify and accelerate secure, role-based

and least privileged access to systems and applications.



Imprivata Privileged Access Management addresses
critical security and compliance challenges by protecting
privileged administrator access to an organization’s
most sensitive IT systems and digital assets. With
Imprivata Privileged Access management, you can fully
secure and efficiently manage all privileged access

to critical assets, which helps to mitigate the risks
associated with credential theft or misuse, as well as
unsecured access from privileged users and employees.
With this solution, you can provide your privileged users
and external vendors with seamless yet secure access,
and gain control and visibility into privileged activity
with comprehensive privileged session management, as
well as advanced vaulting capabilities for all privileged

credentials in a single source.

Integration benefits: Secure privileged
access and passwords for all identities

Minimize the risk of data breaches associated

with compromised privileged credentials with

a comprehensive, enterprise privileged access
management (PAM) solution, including privileged
session management with recording, enterprise
credential management, and identity verification via
built-in multifactor authentication — all with
enterprise-grade secure access for all privileged
identities such as service accounts and non-human

privileged identities.

Imprivata Privileged Access Management

reinforces Imprivata Identity Governance

Automated access | Improves security by
automating PAM entitlements to managed
assets as employees join, move within, or

leave the organization

Password management | Protects
privileged accounts with continuous
and automated discovery, management,
rotation, auditing, and monitoring for all

privileged credentials

Session management | Tracks and
monitors all actions taken during a
privileged account session, which can be

used for future review and auditing

Compliance | Simplifies compliance and
certification by further consolidating PAM

entitlements into audit campaigns

Centralized management | Provides
a complete, centralized view of each
identity’s access across all standard and

privileged/shared/system accounts

By integrating Imprivata Privileged Access Management with Imprivata Identity Governance, you can:

- Improve security by automating PAM entitlements to managed assets as employees join, move within,

or leave the organization; workflow automation prevents human error and insider threats

- Improve operations by discovering and enforcing PAM hygiene on managed assets without manual

intervention; unmanaged assets are very hard to discover in large organizations

- Simplify compliance and certification by further consolidating PAM entitlements into audit campaigns;

the manual process requires the correlation of disparate systems and information

- Free up IT resources by creating and removing privileged access

- Improve workflows for onboarding critical privileged users, and quickly add or remove access to your

most critical systems

- Gain just-in-time account lifecycle management



Better together: Key capabilities

SEAMLESS INTEGRATION

Imprivata Privileged Access Management | Imprivata Identity Governance

. Discover and lock down privileged accounts | « Automation of identity creation and
] termination including self-service account
« Share access with remote contractors |
management

- Rotate privileged accounts
P ¢ | - Add and remove access rights from

« Monitor and record session | active/inactive users

- Maintain strong passwords | « Holistic view of access risk vulnerabilities,
) . i including orphaned or inactive accounts
. Compliance and audit reporting | and unusual access rights

« Multifactor authentication ) ) )
| « Compliance and audit reporting

« Delegate execution of privileged commands ) o
| + View smart group permissions for a group

| - View managed accounts

Ready to provide administrators an agile, efficient
way to govern user identity and access rights?

imprivata

Imprivata, the digital identity company for healthcare, provides identity, authentication, and access management
solutions that are purpose-built to solve healthcare’s unique workflow, security, and compliance challenges.

For more information, please contact us at 1781674 2700
or visit us online at www.imprivata.com
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https://security.imprivata.com/request-demo.html?chnl=ImpEmWeb

